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Pur pose

This paper is presented to document sone of
the nmmj or changes proposed over the |ast four
ears of operation for the AX 25 Level 2 Version 2
grot ocol .~ These changes have been collected by
this author from various sources, and were
reconmended by a worki ng Prou of the ARRL Digital
Commi ttee which met in July of 1988.

Backgr ound

The Amateur Radio Link Layer packet standard
known as AX 25 Level 2 has cone along way since
it's creation during the sumer of 1982. At that
time, six Amateurs o
di scuss a replacenent for the original Vancouver
Protocol created by Douglas Lockhart, VE7APU.
Since this author had already witten several of
t he profposed ideas in the AMRAD Newsletter, a
draft of the new AX 25 Level™2 was begun.

This draft was alnost conpleted when Tom

Clark, then President of AMSAT, called a meetin
in October of 1982 to establish a st andard Li

Laver Protocol to be used on AMSAT Satel|ites. At
that neeting, several protocols were discussed,
wth the result being that a slight]y nodified
version of the AX. 25 Level 2 Draft-heing adopted
The rragor alteratjion was to hncl Hde fields for
more than one digipeater. This draft was then
used b TNC-1 Term nal Node
Control ¥ers The AX 25 draft quickly becane THE

standard for packet radio ue to it's
npl enent ati on bé/ TAPR. It should be noted that
e was Capabl e
Brlgl nal Vancouver Protocol. The AX. 25 Level 2
0]
1983 in the Second ARRL Amat eur Radi 0 Computer
Net wor Ki ng Conferencé Proceedings by this augﬁor.
on the comercial otocol  Specification,
with sone revisions. One of these revisions was
as comands “link status and mai nt enance.
Instead, Information Frames were used, along wth
simplify the protocol inplementation, but as it
turned out, this short-cut Acaused nore problens

i

the TNC 1 of both AX. 25 and the
0cOl Specification was published in March of
The AX. 25 Level 2 Erot ocol was _heavily based

X. 25 Pr

the renoval off 0crertain types of frames (S-Franes)

a_heavi‘er enphasis on timers. This was done to

than it relieved.

It became apparent that sone of the changes,
such as the renoval of command S-Franes, were nRt
working as well as had been expected. About the
sane tine the ARRL and it's gital Co ttee
expressed a interest tQ offlc#ally adopt the AX 25
Level 2 protocol. These factors ed to the
creation of a new version of the protocol, which
more closely adhered to both the CCOTT X 25 and
AT&T BX. 25 standards. . The original Specification
was expanded and refined to becone .25 Level 2
Version 2.0, which was adopted by the ARRL Di gital
Commttee and the ARRL Board in Cctober of 1984,
The original AX 25 was |abeled Version 1.0 to
indicate it's operational differences.

Version 2.0 of AX. 25 Level 2 has been in use
for four years now, Wth estimates of between 50
and 80 thousand devices using it. . During this
tine, sone additional problens with it have been
encount er ed. The remainder of this paper
di scusses alterations to the AX. 25 Level 2 Version
2.0 Protocol Specification.

Backward Compatibility |ssue

As just nentioned, there are an estimted 50
to 80 THOUSAND devi ces using the AX. 25 Level 2
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Version 2.0 grot ocol. A fundanental issue that
nust be resolved is what happens to these users
when alterations to the protocol are nade. In
Amateur Radio, there is no nmethod of requiring
this installed user base to nmgrate to a new

protocol quickly. If changes are made that cause
1ncom[ia'[| bility between users, conplaints are sure
to follow AN exanple of this is found with the
TAPR TNC-1. Due to an oversi ght. in the software

design, TNC-1s cannot be used with Version. 2.0
even as digipeaters. This is because the TNC-1
code accidentally tests bits that were clearl
marked as reserved in the protocol spee, whic
were later defined in Version 2.0. To this day,
peOer conpl ain about this, even though It is an
Inplementation problem NOT a protocol 1issue.

Sone of the nore agressive protocol  changers
do not believe that backward conpatibility to
previous versions should be an issue. They Teel
changes for the. better should be” nade
automatically without regard to on-air
compaitiibiliyv. Tn fact. they arque, if the newer
version causes enough on-air “probl ens and crashes,
the rest of the commnity nust follow just to sta
on the air. This author vigorously disagrees wit
that method of subterfugee. Another poitenti al
result of this scheme is the turnin%-o f of bot h
network resources and Amateurs thense lves.

Due to the large nunber of devices using
Version 2.0, this author feels that backwards-
conmpati bl e solutions should be inplenmented
whenever possible.  This guideline should be first
and forenost. If a sollUtion cannot be reached
which is backward-cormpatible, it should be flagged
and careful ly wei ghecf before inplenmentation, since
that inplenentation would i mediately cause at
a mninum inconpatibility, and possibly conplete
and systematic crashes.

It should be noted that the above rel ates
primarily to comunications channel s where |arge
nunbers of Version 2.0 users are found, and is NOT
meant. to preclude either experinentation or
nod) fications to enhance specialized channels,
such as hi gh-speed network backbones. Since there
wi be a limted nunber of users on such a
channel they should be allowed to run any agreed-
upon changes or enhancements which aré wthin
the governing body's rules and regul ations.

In the follow ng discussions, two distinct
types of modifications will be discussedl. Those
tKat woul d be backwards-conpatible to Version 2.0
could be considered for either a Version 2. 1
release or a Version 3.0 release, whlle
modifications that would NOT be backwards-
conpati bl e should be considered for a Version 3,0
rel ease ONLY. This nunberi n% scheme follows this
aut hor's recommendati on that mnor revisions
are noted by the nunber after the period, while
major alterations are noted by the nunber
preceeding t he period.

Addsessngu e s

One of the Krl me notivating forces behind the
move to update AX 25 Level 2 I's its limtations
in the area of addressing. ~Wen this author
?ri%inally proposed the use of an extended address
ield that included Amateur callsigis, it was felt
that six characters would be of sufficient |ength
to contain the caIIS|9n, wth a seventh tacked on
to allow each Amateur to mmintain nore than one

station. It now appears that both prefixes and
suffixes should be sent in addition to the
callsign. These additions often cannot fit within
the six octets allowed under Version 2.0.



Further, since Version 2.0 specifically calls for
sub-fields of six characters plus SSID, extending
the individual callsign adcf:'ess sub-fields is

After much individual research and
the suggestions of many others, two nethods of
al l owi ng adding the additional information have
been recomendéd. The first nmethod has been
designed to be backward-conmpatible, but is rather
i nel egant . The second nethod is deS|gned to cure
regulatory-related problens outside the United
States in ‘addition to the above issue, but is NOT
backwar d- conpati bl e.

Backwar d- Conpati bl e Addressi ng Extension
The first

addressing information to AX 25 Level 2
2.0 is admttedly very much a kludge.. It

nmet hod of addi ng{/ nor e

Ver si on

will not
be imrediately ObvioUs to ol der equipment exactl|y
what is going on, but it wll functionproperly
w th the ol der versions, assumng they FOl'iowed
the previous protocol standard, unlike the TNC 1
as described above. This unwitting inter-
operation with the ol der standard mfakes it
backwar d- conpatible with them

o Sinply put nmethod one defines
addi tional address sub-fields called extension
sub-fields which, 1f present, convey the
addi tional addressing information required. They
are placed after the destination and source
addresses, but before any repeater address sub-
fields. As wth the other address sub-fields,
these extension sub-fields must be seven bytes
long. Both the placement and encoding of the 'SSID
In the extension sub-fields are a subterfuge to
'”P'y to an older version device that™ the
extensions are digital repeater addresses,
allowng the older version to ignore the
extensions presence. Since Version 2.0 allows at
nost eight digital repeaters, any extension sub-
fields nhust be subtracted from the number of
allowed digital repeaters to keep the maxi mnum
number of "repeater" sub-fields at elight or Iess.

Address Extension |Information Encodi ng

The additional information is encoded in
the same manner as the other address infornation,
It should be bit-shifted ASCI|, stuffed with
trailing ASCI| spaces as required to six
characters plus SSID.. The only other requirement
s
to
af

that if the additional information is a prefix

a callsign, the slash (/) character is placed
after the prefix. If the additional infornation
is at the end of the callsign, the slash is placed
before the postfix. For exanple:

Amat eur Nor mal Extension Extension

Callsign Address  Field 1 Field 2
WB4JFI/KT-1 WB4JFI-1 /KT énoneg
VP2M/WB4JFI-1 WB4JFI-1 VP2M none
VP2M/WB4JFI/KT-1 WB4JFI-1 VP2M KT

. As inplied above, nore than one
extension may be required, and may be used. |f
both pre- and postfixes are required and are under
six bytes in total le_ngth_gl ncl uded a shared
?,1e1%h‘. they may be conbrned in a single extension
ield.

. The SSID number of the first address
extension  sub -field for each address
(callsign) will be set to zere, the second to one,

and so on as necessary. Not only will this aid in
"slueing" the address back together, but will also
i ndi cate when one extension block ends and another

begi ns.

The equivalent of the Hbit fblt 7)in
the SSID octet of all extension sub-fields should
be set to one at all tines a Version 2.1
device, indicating to a previous version device
that this is a repeater field that has been
repeated. . This will allow a previous version
device which is a destination to conclude that all
repeaters (including the extensions) have repeated
the received fr d it may process the frane.

Extensi on Information Indication

anme, an

) ~ Any address that has extension
information will indicate this by re?ettlrkgé)lt 6
(hereafter called the A-bit, or Address

extension) of its SSID octet to zero (0). This
bit has previously been reserved and shoul d have
been set to one (1) as indicated by both Versions
1.0 and 2.0 of the AX 25 protocol Specification.

The extension su' b-address fields should
al so have the A-bit set to zero to sinplify the
conparison of extension sub-fields wth repeater
sub-fields in Version 2.1 devices.

Extensi on Jnformation Pl acenent

In order to fake-out earlier versions of
I Protocol, the extension information cannot
y follow itsbase address. The onI_Y | ace
new i nformation can be placed which w 1pwork
ol der versions is between the source address
the first of any repeater addresses. |f
ed there with the Hhit set to one, older
ions wll assurme the field is for a repeater
has already repeated the frane.
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. The order of appearance of these
extension sub-fields is the sane as the main
address sub-fields; any destination extensions
come first, followed by any source extensions,
then any repeater extensions”in the sane order as
the repeater sub-fields thenselves.

Exanpl es of Address Extension

o . The following exanple will aid in
indicating the proper operation of the proposed
address extension recomendati on.

The foll owi ng exanpl e indicates how a single
address sub-field may be extended. In it, fhe
destination field haS a post-fix nodifier. The
frame is a U command frame from WB4JFI-11t0
K8MMQ/KT-0. Note how theA-bit is set to zero
both in the destination sub-field AND the address
extension sub-f ield. Note also how the address
extension  sub-field has an SSID of 0000
indicating it is the first (and in this case only)
extension sub-field.

! DA ! SA ! Ext. 1! CIL!
! K8MMO O ! WB4JFI1 ! /KT 0! UL !

The actual bit-encoding of these fields
is as fol | ows:

Al K 1001 0110 | 96

D | A2 8 0111 0000 | 70

e | A3 M 1001 1010 | 9A

s |A4 M 1001 1010 | 9A

t | AS 0 1001 1110 | 9E

| A6 sp E 0100 0000 | 40

A7 |ssip} 1010 0000 | EO

-- . CARS SID- --

S 1 A8 W 1010 1110 | AE

A9 B 1000 0100 | 84

A0 | 4 0110 1000 | 68

r ] Al J 1001 0100 | 94
cl{A2]|F 1000 1100 { 8¢

e | A13] | 1001 0010 | 92

Al4 |3SIDR 0110 0010 E2

- -- . CARS SID- --

E { Al5 {( 0101 1110 | SE

x | Al6 1001 0110 | 96

t $A17 | T 1010 1000 | A8

e | A18 | sP § 0100 0000 } 40

n § A19 | sp 40100 0000 § 40

1 A20 P § 0100 0000 | 40

A21 [ssipj 1010 0001 p Al

CTL UI ¥ 0000 0011 I 03

o If there are real repeater fields in
addition to the extension information, the address
field will ook as follows:

Uplink to the Destination Station

' DA ! SA v Ext. 1! RPTR1 ! RPTR 2!
| K8MMO O ! WB4JFI1 ! /KT O ! WB3KDU5 ! WB4JFIS!

Link Back to the Oiginal Station

v DA ! SA ! R'TR2! RPTR1! Ext. 1!
! WB4JFI1 ! K8MMO O ! WB4JFI5 ! WB3KDUS ! /KT 0!
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If the link-back franme is passed through
ol der version di gpeaters_, t he bit in the
Extension sub-fjel d and A-bits in _both fields may
not be set to indicate an extension |s present.
Fortunately, since the newer device is now
recei_vin§ the frame it knows there may be
extension information which mi¥l ook |ike repeater
sub-fields. It can compare the frame's repeater
addresses (or count the nunber of Hbits set
conpared to repeater fields used), to find out if
all repeaters addresses have been used.

Addr ess Extension Operation

~If an older-version device starts the
it wll not create these extension sub-
| ds. Therefore, franes it generates, and
frames that are passed through repeaters
I'l' not have problens. a newversion device
s at the destination, it may respond with a frame
hat does have extension infornation. The
ension sub-field will have the Hbit set, so
first station (and any repeaters) wll assume
been-repeated field. If the

nodify its path table

S —+——
ST
o
7}

(9}

is just a has-
st station does not |
ry, both stations will

D —h——+ (D —+—
——+ X
D~

perate as first
nf ormati on bei ng

started, with the extension
tthe first station
i

o]

i
carried as “excess baggage”. If 1
does modify its Path table to include the
extension information as repeaters, the extensions
w |l be placed at the end of the address field,
al l owing-any actual repeaters to repeat the frane
properldy Once the frane has f ini shed bein
repeat ed, l_ljus_t the extension information js |ef
with the H-bit not set. The second station can
evaluate the received frane and detect that all
repeaters are done.

- If the first
connection is a newer protocol
connection to an ol der protocol device, opera
is simlar to the above. The extension
information is placed between the Source and any
repeater address sub-fields by the originator;
Since the Hbit has been set on’the extensions, if

station aqriginating the
devi ce attenpti n§ a
t.ion

a repeater is involved, it wll ski.p the
extensions to the first actual repeater address
wi thout the Hbit set and test for its address.
It wll repeat the frame If its address is found,
se_ttinglt e Hbit when sending the frame out.
This wi.11 continue until all repeater fields have

been used, and the frane arrives  at the
destination (hopefully). The ol der device will
reverse the order of repeater sub-fields, and send
an acknow edgenent back. The state of the A-bit
in all fields is unreliable at this point, making
It useless for further fprocessing. In addition;
he H-bit wll be off on all repeater AND
xtension sub-fields. Since the extension sub-
ields are now at the end of the address field.
ny true repeaters in the path will repeat the
rame (and set the corresponding Hbit) properly.
Once the frame has cleared all-the repeaters and
arrived back at the first station, there are still
repeaterlike sub-fields with the Hbit NOT set.
The new version device nust | ook at these to-see
if they are true repeater addresses or just
extens fon information.

New Address Franing Techni que

The second nethod is the subject of a

separate paper found el sewhere n these
roceedingsg and will not be discussed “in depth

here. I't” 1 nvol ves separating the addressing
issues from the rest of the profocol, and totally
edefining the address portion of Level 2 franes:

One of it’'s advantages is that the
Amat eur address portion of the Trame is total_lK
separate fromthe X 25 protocol nachine, wt
counters and pointers r rI]atlng to the address

—hQ) —h(D —

e
information maintained within the address portion
of the frame, rather than inplied, which is the
case With .25 Versjon 2.0. This I's nmeant to

sinplify software inplenentation of the protocol.

Anot her advantage is the addition of a
hashed version of the next destination_address as
the first byte of the address field, This al |ows
the inplementation of selective addressing which

is built into mpbst synchronous hardware “chips,
reduci ng processor overhead.
I'n addition, Address sub-fields may be

of variable length, and may include address
menoni cs in addifion to Amateur callsigns.
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. The main disadvantage of this new
addr essi ng techn}&ue is that ittotally alters the
addressLn% of AX.25, rendering it absolutely
inconpati ble wth AL earlier Ver Sl @its. This
renmpves it from the backwards-conpatible categor:-
In fact, since the alterations are so drastic,. f't
may cause catastrophic failures of ear lier
versions just by being heard on a channel,
especially to systens whose software is not
designed to be fallt-tolerant.

~ Another disadvantage of this new address
scheme is that the HDLC address extension bit is
NOT i nplemented, which neans it technically
violates the HDLC fram ng standards. The end of
the address sectjon is indicated b¥] counters and
pointers rather than by the use of the E-bit. The
non-use of the E-bit "neans, anong other things,
that Protocol Analyzers can no |onger be used to
troubl eshoot and” anal yze Links "and software
i mpl enent at i ons.

o _The use of counters and pointers to
indicate inmportant places in the address field is
meant to sinplify software processing of the
. This sinplification is gained at "the cost
of additional channe 1 overhead. Each of these
counters and pointers which nust be transmtted
ties up the channel for that nmuch long2r. [t
is a smll but does add up eventual 1y.

poi nt,

) ~ In addition, there are otherpieces of
information which add to channel overheaif, Fuch as
the hashed next-destination address f.eld, an
address checksum and nore protocol identifiers.
The total of additional information required is a
m ni mum of byt es above the AX 25 Version 2.0
Keep in mind that this is 10 bytes nore in eac
transmtted frane.

It is obvious that in the above proposal,
concern for processing power is higher than
concern over channel overhead. Both of "these are
i mportant issues, SO anf' trade-of f between them
shoul d be ]U(ffed carefullly. Generally syeakmg
as the channel speed increases, smll ~ad itional
overhead beconmes | ess inportant while processing
speed becones nore imprtant. The inverse is true
as channel speed is decreased.

. Wil e both of these address extension s

w 11 convey the information required by the
regul ating bodies, A the second nethod |s
nore flexible, it is also easier to unders
|n}>_lemant. s this trade-off wor the smal |

addit iona 1 channe 1 overhead? Are t advant a([;es
al so worth obsoleting all ol der v_etr5|o|r|1$ of The
i

protocol, at least on the channel Wi be . used
on? Wl bot versions_ be required
to be available simultaneously? Tine will tell.
State Description Logic ($DL) Diagrans

In the back of the AX.25 Level 2 Version 2.0
Docunent are three state tables, which are neant
to describe the operation of the protocol _based on
various external actions taking place. There has
been some concern as to whethér these tables are

art of the docunent or just an
i mpl ement ati on guide. They were included to
easily indicate to inplenentérs how the protocol
should operate, and therefore are part of the
protocol description.

One of the problens with these state tables
re that they cannot easil indicate the varlous
teps taken when an external event happens. There
S onl%/ enough roomto indicate if a frane is to
e sent ‘as a result of the event, and any state
|[‘ansLtlon made as a result of, that
a

actual ly

f e\{entf. Lf
ere is nore to be done, the “flatness” of the
precl udes descri tion there, reqlgl ring the

bl es
the actual text.

ocument reader to searc

There has been another method of describing
the actions taken by protocols that is gajning in
Bopul arity. This nethod is called State
escription Logic, or SDL diagrams. Mst of the
newer protocol “docunments devel oped by the CCITT
are using SDL diagrans to describe protocolsi. An
SDL di agram | ookS nmuch |ike a software proT%ram

a
s
i

b
t
t
t
d

flowchart, with slightly different synbols. ese
SDL diagrams are easier to read, follow, and
implement from There is an effort to docunent



the AX. 25 Level 2 Version 2.0/2.1 in SDL diagrarns.
If they are available in time, the next printin
of the AX 25 Level 2 Docunent may include the SD
diagrams In place of the State Tables.. The main
reasSon for any delay is that the SDL diagrans are
quite a bit nbre conplicated, and nust bé checked
very thoroughly with the text to make sure they

agrée with each other.
State Tabl e Changes

Gven the preceeding information, State Table
changes may be a noot point. They are included
here“for conpl et eness.

The main State Table change is the renoval of
ates 14 and 16. After reviéew, no one has ever
ound how a protocol machine could remain in
ither of these states for any length of tine.
th have to do with the local Station being bus?/],
ut having sent a REJ frame. The sending of the
REJ frame Ttself indicates a non-busy condition by
requesting a re-transm ssion.

Ununbered Information Qperation

There has been sone discussion regarding the
roper use of the Unnunmbered Informatiogn, or U
rame. This is especially true when discussing
the use of the Pol 1 hit associated with U franes.
Some feel that it is possible to maintain a
separate "U M ni - State-Mchi ne" b% the use of
Pol 1l and Final bits associated ONLY with Ul
franes. After careful review, It was deened that
in order for these P/IF bhits not to interfere with

c'gm: —hw

the normal protocol machine P/F operation, nore
rocessing overhead woul d be required than coul d
Ee justitgied Therefore, UI frames are left as

Comtands, with no Poll bits used.
Aut omati ¢ Re-connect Elinination

PerhaES the |argest conplaint heard regarding
AX. 25 Level 2 perforiance is when a "di sconnected
connection keeps com ng back. THere are cases
when a station has requested a disconnect, gone
into tiner recovery due to the disc frane getting
lost, and then receives | frames from the other
statjon. . Eventually the first station wll
consider itself disconnected, and send DM franes.
The second station still has data pending, so it
will re-establish the connection and pass the
dat a. This is NOT a bug, rather It is a
deliberate attenpt to make AX 25 re-establish
failed Iinks. For our shared RF nedium _it now
appears this tactic is too a%gresm ve. The new
reconmendation will specify t hat the link is not
re-established, instead an’error message is passed
to the hi gher | 'ayer protocol or program which
W Il decide what action the AX. 25 Level 2 machine
shoul d take.

Maxi num Packet Size

There have been many discussions regardi Pg
the maxinum allowable franme size. Some “peop
feel the 256 byte linmt of data in Information
frames is too small,. They site two reasons for an
increase in size. The first 1s that some H gher-
Layer protocols require substantial overhead (such
as’ TCP/IP), and this overhead must, be added to thle
real user data, su tractln? from the tota
transmttabl e user data per Trane. The ot her
reason is that higher speed channels shoul d be
able to transfer larger anpunts of data per frang,
increasing the ovérhead-to-user-data ratio,

hereby Tmaking the channel nore efficient.
Information field sizes of 1024, 2048, or |arger
have been suggest ed.

. Maki ng an ad-hoc change to the maxi r%lm frame
size may have serious repercussions, however.
der devices amy have hard |linits to the maxi num
allowabl e frane” size, reducing the chance  of
backward conpatibility. An even greater potential
problem is if inpleméntations do not check for an
al l owable maximum frame size and crash if
substantially large frames are received. der
devices have a |imted amunt of RAM nenory, and
substantially larger frames m ght al?o tie ug too
much nenory, another potential or crashing
i npl ement at ions.

In order to make sure ol der eqi ﬁnent doesn' t
crash due to excessive frame sizes, t er& needs to
be nore study done on this issue. herw se,
drastic results may occur.

The result of discussions within the Digital
Committee is an agreenment that the 256 byte Timt
be maintained at _this time, with an escape c|ause
that Source, Destination, and Internediate
repeaters my use agreed-upon larger frame sizes
on particular |ink connections and channels.
Inplementers should be aware of this, and make
sure naximum al l owabl e frame size is checked.

Maxi num W ndow Si ze of One

Phil Karn has been suggesting that present

AX. 25 connections that send norethan a single

frame per RF transmission are actually using the

inefficiently. He feels theré shou%d be

only one frame "outstanding at a tinme per

diréction per link, creating his’ Ack-Ack protocol.

Even if there is sone accuracy in his arguenent,

altering the protocol to nmake this operation

mandat ory would be short-sighted. The ‘decision
was to [éave it alone at this tine.

Non-Use of _Polling

The original AX. 25 level 2 Version 1
specification did not use Supervisory franes as
conmmands, only responses., heir introduction as
commands was ‘the significant alteration that
caused Version 2.0. . Phil Karn now suggests that
we go back to the original system wusing I frames
for retransmssion recovery, but only i £ the |ost
I frane was "snal|". Xfter some di scussion
regarding "small" vs "Ia_rge", and 1 npl ement ati on
requi renents, it was decided t
2.0 scheme for now It should also

0 keeg:t he Version
this system follows the traditional X 25 approach.

not ed that

For ced Di sconnect

Franklin Antonio has raised an issue
regardi ng the Disconnect Request state, $4.
Présently,; while in this state. if a Local Stop
Conmand. i's received (fromthe higher-layer), no
action_is taken. He suggests a transition to
the Di sconnected state,  Sl. and _the
di scontinuation of sending Disc franes. Thi's

appears to be reasonabl &€ behavior, and was
reconmended.

Stop Tiners During Channel Activity

The main reason for the use of timers during
AX. 25 Level 2 links is to make sure the link is§
still valid during slack transmssion periods and
for error recovery. In half-duplex Amateur Radio
use, errors are normally introduced whenever two
or nmore. stations transmit at the sanme ting,
interfering wth each other. The tiners presently
run whether the channel is busy or noit. Some
Amateurs argue that whenever the channel is busy,
a station cannot transnmit anyway, and the busy
[IJ_EI_’IOd should be renmoved from the delay period:
his may also add to the random zation of the
del ays before station retransm ssions.

St oppi n% the timers appears to have sone
advantage, but its inplenmentation W&% cost nore in
rocessor overhead than is gal ned. his issue has
geen reserved for further Study before a decision
is made one way or the other.

Ack Prioritizing

Anot her suggestion that has been nade is to
make sure acknow edgenents have a higher pl’lOI’IIg
t han ot her frames during connecti ons. It i
suggested. that this will cause fewer
retransni ssions, since the shorter acks can be
cl obbered by | onger data frames, causing error
recovery procedures to be hastily inplemented.

) After review ng the various requirenents to
inplenment this, especially when repeaters are
involved, It was felt that inplenenting Ack
Prioritization could becone extrenely conplicCated.
More study is needed regarding this Subject, as it
may still ™ have advantages.

Renote AX. 25 Level 2 Paraneter Control

~ There have been a few Amateurs that have
indicated a need to be able to renotely access ﬁnd
gOSSl bly alter various Level 2 paranmeters. This
as beén net with quite a bit of resistance,
rimarily because of the potential for link dama%?
gy others, either accidentally or on purpose.

renote paraneter setting is'to be performed, it
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shoul d be done within the confines of a higher
protocol, preferrably with sone authentication:

| npl enent ation | ssues

There have been several questions asked
regarding _how to properly inplenent AX 25 Level 2
rsion 2. There havé also been some "bugs"
ntroduced, on the air due to its inproper
npl enentation.  After discussion of a few of
ese I nplenmentation problens, it was decjded to
c . \ppendi x to the AX. 25 Level 2 document
scussing Inplementation issues. In addition,
e Inclusion of the SDL diagrams discussed above
ould help resolve future questions. A few of
e inplenentation problens are discussed bel ow.

Queued pext Wien g or_S4 Entered

) Franklin Antonio points out that sone
i mpl enentations (particularly TNC1 and TNGC 2)
send any queued text |eft upon disconnection a$
Information in U frames AFTER the disconnection.
This should NOT be done. Either the link shoul d
be re-established, or the information should be
di scarded (the decision on which action to take Is
now |left to the upper-Ilayer). This Is an
i mpl enentation error.

RN\R and Menory Usage Probl ens

“Sone Amateurs indicate that there is a
probl emwi th sone devices whi ch use RAM memory to
store,  or log, received data or messages. =~ After a
certain ampunt of operation, these devices can
becone full of data, | a connection is
established while one of these devices is alread
full, that device will allow the connection, bu
then indicate its lack of resources by sending RNR

frames unti| the user frees sone memunw. This
shoul d _ not h_appen. If a device cannot Support a
connection, it should indicate that by rejecting

the connection request (with a DM response). This
is clearly an inplementation issue t %t s beyond
the protocol docunent to describe. The docurent
is meant to describe how the protocol nachine
operates, not all possible inplenmentation Issues,
such as mail storage in the same device as the
protocol machine.

Bells, Clear Screens, Oher Binary Data

A problemthat is becomng more an issue
every day is that of binary data being passed to
the ‘user termnal fromthe TNC devi Ce. ite
often, a user o is monitoring a packet channel
suddenly hears bells, the screen cl eaks, and oT; her
strange things start happening. This Is often
because nore feal network Erot ocols are show _ng up
on the air.. These network protocols use binary
data in their control fields (which are located in
the information field of the AX. 25 Level 2 frame),
which can cause a termnal to go crazy if it
receives the binary data.

) When the AX. 25 Level 2 protocol was
designed, a Protocol IDentifier (PID), was added
to indicate what type of higher level protocol if
any was being used. At that time, a PID of FO hex
was issued to be used whenever no upa{)e. la?/]ef
rotocol Is being used. Since then, "additiona

IDs have been assigned to Network La¥er
protocols. At the time it was hoped that IT a
device (or software between the user and the
device) saw a PID other than FO that device could
selectively not allow the data to the termnal (or

computer Screen). Since this was not cl earlY
stated as a purpose in the protocol docunent, i
appears that was not I nplenented. uture software

designers should allow for this option, reducin
t he nunber  of frobl enms show ng Up on the use
screen. This will becone even nore inportant as
more network protocols show up on the air.

Level 1 and. Level 1/2 Interface |ssues

. Many of the proposed changes received are not
directly related to AX. 25 Level 2 operations.
Specifically, adjustment to L2 tiners and channel
access operations should be considered outside the
scope of the AX 25 Level 2 protocol docunentation,
since different channel access prot ocﬂj\s require
different settings and acjwstnents. ere needs
to be nore work done in this area, possibly as. a
separate AX. 25 Level 1 docunent. The following i$
a list of ideas and suggestions that should be
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considered for a Level 1 docunent. As an
alternative or interim solution, either an
addendum to the AX 25 Level 2 docunent, or a
separate working paper could be created to
I ndicate the suggested "operations. Anothe{ reason
for this separatiogn is that npst of these
adjustments are to fine-tune half-duplex CSMA or
CSMA-cD operation. In full-duplex, slotting, or
ot her channel access nethods, these parameters do
not necessarily come into play, and do not need to
be specified or adjusted.

If there is separate document created for
these Level 1 issues, wording should be added to
the AX 25 Level 2 docunment indicating which
Earamaters may be altered as a result of “another
evel 's operat’on.

Per si st ence

~ Back in the old days of Vancouver boards
running either vl or AX 25, the software woul d not
automatically and aggressively retry, but would
wait before “retransimtting. fortdnately, the
TNC-2 software did not inplenent this, and as a
result there has been a beati n?-of_-the-chest
regardi ng schemes to take care of this "sudden"
robl em Recently, Phil Karn and others have
edi scovered this ‘situation and has suggested we
nodi fy the Level 2 specification to include p-
persistence.

.. Adding requirements to the AX. 25 Level 2
specification, rggardin%’ ersistence would be a
mstake. W will not AL 158 be using hal f-dupl ex
CSMA as the channel access protocol.

) In our hal f-dupl ex environments -
persistence should be used, with the value of tﬁe
8er3|s_tence bei ng set defendln on channe

eration. The actual valie and rate of any
aYteratlons made to the persistence are subject to
further study.

Ret ransm ssi on Backoff

~ Another Level 1 issue has to do with the
adjustment of the retransmssion tiner, TI1,
Oiginally, the Vancouver TNC al so added sone
delay each tine a retransm ssion was attenpted.
Exponential backoff was insisted upon by Phil Karn
| 'ast year, he has since agreed that éxponential
backoff rra¥ be too a %resm ve. Tom Moulton, has
ndi cated that sone %. ve found that on narginal
inks a sinple arithnetic backoff may oOperate much
efficiently than an exponenfial backoff.
klin Antonio al so states sone reservation
gardi ng exponential backoff, and mentions
ithmetiC backoff as an alternative. After sone
cussi on regardi rl% actual inplenmentation of
etransm ssi on backoff, nbst agreed that second-
order = polynom al backoff m %t be a good
conpronise. ~ This may still be subject to further
experimentation.
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Tl regarding Round-Trip Tinming

) Yet another nodification to the Tl tiner
Phil has proposed is to have it's value adjusted
based on an average of the round-trip tifme for
information packets sent and acks received. Once
again, the old Vancouver AX. 25 code had a
variation on this, 1n that it automatically
altered the val ue of T1, based partially on the
nunber of digipeaters used by the |ink: Phil
suggests that “a continual nonitoring of round-trip
timng be used, and a snoothed vérsion of this
val ue "he used to adjust Tl. Retries should not be
included 1n ad‘éustl_ng Tl, as that may throw off
the actual round-trip™timng.

Carrier Sensing

Franklin Antoni o, N6NKF, has suggest ed
that RF carrier sensing be used in half-duplex
operatiaon. He points out that while nost all

.25 software fresent 1zv inplenents this for half-
dupl ex operat ion, it is not actually witten in
any specification. This 1s yet another item that
be{on s in another Prot oco#\. documnent , re| F\t ed to
channel access nethods. ITI is |s|_espeC|_a yI trltje
since carrier sensing re applies primrl 0
CSMA channels.  Fu Ig_dup?e%_ Spfl'['[l ng,p and Ai,oha
may not need to do this sensing.



Reyupl ay

Mbst TNCs have a variabl e del agr bet ween
when the RF transmitter is first turned on, and
when data actually starts being_sent, to allow for
he transmtter to stabilize. “This keyup del a%/ i's
ften called TXDELAY, and Franklin suggests that
t be required to be user-settable, and he al so
uggests that if _possible it be inplemented (at
east partial 1{) in hardware, due to the wide
ariation of va fies hased on packet speedi. While
ts specification is needed, Keyup Delay is
other issue that belongs in a Level 1 docunent.
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When to Stop Transmitting
Another timer issue Franklin has brougﬂfe

up. is a transmt turn-off delay (TX-Tail).
oints out that sone packet hardware can have many

tes of bufferipng, and although the host CPU ma
t?nnk a packet 1S done, the actual data may no
have cl eared the hardware yet. the CPU t hen
turns off the transmtter, the last packet will
not have been conpl eted, and the whole packet is
therefore corrupted. further. points out fhat
resent inplenmentations do not adjust this tlmn%,
ut rather make it arbitrarily Ion? to be sure the
whol e packet clears, regardless of channel speed.
He suggests this timer also be user-settable.

~ Ohers indicate different nmethods can be
used to insure the end of the packet has actually
been sent. If a particular chip has a three-
character buffer, the start of another frame plus
three characters can be sent to the chi p, then an
abort command is issued to the chip, which will
abort the short "tinmer frame", yet allow enough
tine for the last frame to be Conpletely sent.
Thi s removes the necessity of havi nl%; yet “anot her
speci al user-settable vaue which the user wll
not know how to set nost |ikely. I npl enenters
shoul d take note of this trick i'n order to reduce
channel over head.

Addi tional AX 25 Level 2 Issues

In addition to the previous itens, there are
a few nore that have cone up whenever alterations

to the AX 25 Level 2 protocol is discussed. These
have not been thoroug%l digested yet, and may be
subjects for further “enhancenents dat a later ti1ne.

Par anet er Negoti ation

Several nethods of negotlatlng_dlfferent
AX. 25 operating paraneters at connection setu
have been discussed. The paraneters nos
f_reg uently tal ked about are packet data, and
wn ow size. Alteration of the default values
i
t

ave been suggested either by adding . an
nformation fielfd to the SABM frame, or bgusmg
he XID frane (not presently allowed in X 25).

Ei ther nethod violates the X 25 protocol
standard, which does not seemto allow for such an
option. Using | fields iIn connection requests
(sABM frames) was done under the original
Vancouver protocol. This seens to violate sone
basic frame rules, including Unnunbered and
Slgﬁgrw sory frames not containing data (except for
F frames). The general feeling seens to be to
not use thi's nethod.

Using XID frames to transfer special
requests also has problems. Do the XD frangs
cone before or ‘after the connection is
established? |t has been su%gested that an XID
command frane with the Poll Dit set be used to
convey a special request, and an XID response
framewith the Final bit set be used to indicate
the response to the request. his seems nore
managabl e, and shoul d be researched further.

Larger Wndow Sizes

) Wien the Amateur community starts usin
satellites and high speed links for” backbones, i
may be beneficial to use larger franes and nore of
them  Qur present limt of w ndow size is seven,
due to the three bit frame nunbering plan
inplenented. Commercial satellite users have

) hi limtation is too small when
r
d

S
ansm ssions are in the order of a
or a geosynchronous satellite.
by extending the
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he use of |

f
arger w ndows,

nunbering plan to seven bits, has allowed nore
effective use of satellites.

Extending the franme nunbering to seven

ts would allow up to 127 frames outstanding at a

ne. This would require a second control field

. Use of the extended numbering should be
idered in future AX 25 rel eases.

Selective Reject

Wile not allowed under X 25, other HDLC
Level pr'otocols do allow the use of sel ective
reject rames.. These are used when a station
receives a nmulti ple frame transmssion, with a bad
one in the mddle. The selective reject frame
indicates not only that a bad frame was. received,
but gives the number of that frane, indicating it
on!}/ needs that frane to conplete the group.
Wiile the use of selective reject iS not
particularly time-saving with smaller wndows, |f
the above” extended W ndowi ng suggestion is
inpl emented, some formof selective reject should
al so be inplenented.

) There is a possibility that many franmes
are mssed, Wth selective réejects issued for
each of those frames, This could actually perform
slower than if all outstanding franmes were
retransmtted. Actual inplementation should take
this into account, rel ?/I ng on some mean val ue to
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determne which action to take.
Ml ti - Rej ect
Presently, once a Reject frame has been

sent, .another cannot be issued until the error
condition has heen cleared, Sug§est|ons have been
nmade that multiple rejects be allowed to be sent.
st nplifyi _ng error recovery. The exact operation
of this"w th ol der devices is in question, and
will also be subject to further study.

Data Conpression

Franklin Antonio has also suggested that
standard data conpression techhiques be
inplemented over AX. 2.5 Level 2 links, to shorten
transmssion tines. Wile this is a good |dea,
and should be further researched, it probabl
doesn't belong in the actual protoco
speci fication.

Assignment of PIDS Based on Manufacturer

G.B Electronics requested a couple of
years ago that certain Protocol IDentifiers be
reserved and assigned to inplenmenters. After much
di scussion over Several neetings, this issue is
still unresolved. The leaning of nmany at the
monent. is that this could” be dangerous,
Potentlally triggering user wars between system
ypes. Many remain unconvinced that the benefits
woul d outwei'gh the potential for harm

Concl usi on

This paper oqutlines nost of the issues
brought up regarding AX.25 Level 2 Version 2.0
sincé its adoption in Cctober, 1984, There may
be some additional ones that have been m ssed,
which will be picked up at future and Conferences.

There have al so been several %?gestlons and
corrections to the text of the .25 Level 2
Version 2.0 document, which were |left out for the
sake of brevity. Mbst _of these corrections have
been indicated’to the ARRL Digital Conmttee.

The next step is for this author to add the
s,ugtt;ested changes to the AX docunent .  and
di Stribute the changed version to the Digital
Committee, where it Wll be held under further
review. At that time the SDL diagrams will also
be added to the docunent.

_After passing that review step, the Digital
Committee will approve a final new version of the
protocol, then have it printed and distributed.

Those with any comments, suggestions,
conplaints should send themto this author at t
above address. They will be passed to the Digit
Conmmttee in addi'tion tO_beinfg placed in t
permanent . AX. 25 Docunentation file kept by t
aut hor,which is the main basis for further AX
Level 2 modifications.
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